
 
 
 

R
e

p
o

rt
 I

D
-0

0
8

6
  

 

 

 

 

 

Helpdesk Report: 

Head/Manager of Information 

Security 

 

by  

 

Incomes Data Research 

 

August 2019 

 

  



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

This report has been produced by Incomes Data Research Limited as part of the ECC Labour Market 

and Pay Data Service.  

Any queries relating to this report should be directed to:  

t: +44 (0) 1702 669549 

e: marketdata@incomesdataresearch.co.uk 

 

Incomes Data Research Limited. Registered in England & Wales. Company No. 09327550. 

Registered address: 71-75 Shelton Street, London WC2H 9JQ 

 

Correspondence address: Incomes Data Research, The Studio, The Old Gasworks, 43 Progress 

Road, Leigh on Sea, Essex SS9 5PR 

 

mailto:marketdata@incomesdataresearch.co.uk


 
 
 

Contents 

 

1. Introduction ............................................................................................................................. 4 

2. Market salary data ................................................................................................................... 4 

2.1. Market data ...................................................................................................................... 4 

2.1.1. Recruitment data ...................................................................................................... 4 

2.1.2. NHS data ................................................................................................................... 5 

2.1.3. IDR data .................................................................................................................... 6 

3. Job advertisements ................................................................................................................. 7 

3.1. Data and summary ........................................................................................................... 7 

3.2. Job advertisements ......................................................................................................... 8 

 

  



 
 

 

1. Introduction 

This report has been prepared by Incomes Data Research (IDR) and, as requested, it provides 

market salary data for the following role(s):  

 

• Head/Manager of Information Security 

 

2. Market salary data 

This section presents the market salary data. We aim to provide a minimum of three sources 

of information for each job to enable ‘triangulation’ of the results, and thereby provide the 

widest possible assessment of the market for this role.  

 

2.1. Market data 

The tables in the following sections provide the aggregate market salary for a full-time 

Head/Manager of Information Security 

 

2.1.1. Recruitment data 

The data in this section is based on analysis of recruitment salaries for a similar role(s). It is a 

guide to starting pay for these roles, and in some cases also provides a guide to the maximum 

that might be achieved. 

 

Head of IT Security 

Job role Range £pa Typical £pa 

London 75,000-105,000 90,000 

South East 75,000-100,000 90,000 

South West 60,000-85,000 70,000 

Midlands 70,000-90,000 80,000 

Yorkshire and the Humber 60,000-85,000 75,000 

North East 55,000-85,000 75,000 

North West 60,000-85,000 75,000 

Source: Hay Salary and Recruiting Guide 2018. 



 
 

 

 

 

2.1.2. NHS data 

In this section we provide information on the salary range for the pay band likely to cover 

comparator jobs in the NHS. The NHS, with 1.2m staff is the largest employer in the UK and as 

such plays a key role in influencing market for many non-medical roles, particularly in 

education, given the links between parts of higher education and the NHS. 

 

Heads of Information Security in the NHS are typically employed on Band 8c and the current 

salary range is between £61,777 and £72,597 a year outside of London and high-cost areas in 

the South East/South.  

 

Roles based in high-cost areas qualify for the following supplements: 

• Inner London – 20% of basic salary, subject to a minimum payment of £4,400 and a 

maximum payment of £6,778; 

• Outer London – 15% of basic salary, subject to a minimum payment of £3,723 and a 

maximum payment of £4,744; 

• Fringe – 5% of basic salary, subject to a minimum payment of £1,019 and a maximum 

payment of £1,763. 

  



 
 

 

2.1.3. IDR data 

The following tables contain data from IDR Pay Benchmarker, our internal database of salary 

information. This data has been collected by IDR directly from employers and employee bodies 

through surveys and data collection for the IDR Pay Benchmarker service. 1 

 

Information Security Manager/Lead Consultant, whole economy, job level 81 

Job 

level 

Company 

count 

Lower 

quartile 

Median Upper 

quartile 

Average 

Level 8 9 - £64,477 - £65,503 

Source: IDR Pay Benchmarker. 

 

 

 

 

 

 

  

 
1 Refers to the IDR Job Level. These typically cover the following: 1 and 2, admin, support and manual 

roles; 3 and 4, secretarial and craft roles; 5 and 6, vocational and supervisory; 7 and 8, professional 
and managerial; 9, senior management; 10a and 10b, directors; 11, senior director/chief executive. 



 
 

 

3. Job advertisements 

This section details current comparable vacancies from our database of advertised positions. 

 

3.1. Data and summary 

 

Head/Manager of Information Security – advertised positions summary 

 Minimum Maximum 

Average £70,636 £76,091 

 

 Head/Manager of Information Security - job advertisements 

Reference 

ID 
Organisation Job title Min Max Hours Location 

IN405 Metro Bank Information 

Security 

Manager  

£67,000 £67,000 Full Time UK Wide 

IN410 ViaResource Information 

Security 

Manager  

£65,000 £80,000 Full Time London 

IN411 Zen Information 

Security 

Manager  

£70,000 £70,000 Full Time Rochdale 

IN412 ViaResource Head of 

Information 

Security   

£85,000 £100,000 Full Time London 

IN413 LT Harper Head of 

Information 

Security  

£85,000 £85,000 Full Time London 

IN414 The People 

Network  

Head of 

Information 

Security  

£75,000 £80,000 Full Time London 



 
 

 

IN415 Fourthline Information 

Security 

Manager  

£70,000 £70,000 Full Time London 

IN416 Pertemps Network 

Group  

Head of 

Information 

Security  

£75,000 £80,000 Full Time London 

CW01 The Bridge Information 

Security Team 

Leader / 

Manager  

£65,000 £65,000 Full Time Leeds 

CW02 Arch Insurance Information 

Security 

Manager  

£55,000 £65,000 Full Time Birmingham 

CW03 Sanderson 

Financial Services 

Information 

Security 

Architect 

£65,000 £75,000 Full Time Edinburgh 

 

3.2. Job advertisements 

The following pages present the job advertisements for the above vacancies.  



Information Security Manager – Change 

Metro Bank PLC 
 
£67,000 a year 

• Are you an inspiring Information Security leader? Do you want to work for a Bank that 
puts customers and colleagues before anything else? Can you encourage colleagues to 
implement best practice Information Security into new IT systems? If yes, then we may 
have the role for you!  

Metro Bank is changing the way Britain banks. We are creating fans not customers and 
keeping our customers and colleague’s data safe is top of our list. As the Information 
Security Manager for change, you will lead the Information Security team, making sure 
that Information Security risk is identified and successfully managed in everything that we 
do.  

So what would you be doing?... 

o Leading on the delivery of ongoing improvements on InfoSec risk during business 
and technology change  

o Supporting the Change team by providing requirements, frameworks and tools to 
look after InfoSec risk 

o Overseeing projects to make sure the right assurances and controls are in place 
o Analysing potential cyber threats and reporting on them 
o Future-proofing our InfoSec team by guiding colleagues through the change 

process 
o Making sure that we are compliant with all regulatory standards 

You need to be this kind of person… 

o Passionate about providing unparalleled levels of service and convenience for 
customers 

o Prepared to stick at something – we get nervous if someone has jumped from job 
to job 

o Able to work and learn quickly in a fast paced, fun and dynamic environment 

We always support colleagues to develop their skills. But to be successful in this 
job you really do need to already be able to do most of these wonderful things... 

o Naturally you will have experience working in a similar role as an Information 
Security Manager or Specialist 

o You will have great stakeholder management and be able to lead a team 
o We need you to be comfortable with technology concepts and solutions across 

the field of IT and Change 
o In order to exceed in this role, you will have great knowledge of Information 

Security frameworks, standards and controls 

 

 

Metro Bank PLC - 30+ days ago - report job - original job 

 

https://www.indeed.co.uk/cmp/Metro-Bank-PLC?campaignid=mobvjcmp&from=mobviewjob&tk=1dhlolvtu94gk800&fromjk=2e303dbc6d5882a1
https://www.indeed.co.uk/rc/clk?jk=2e303dbc6d5882a1&from=vj&pos=top


Apply Now

Saved

Information Security Manager
ViaResource -

£65,000 - £80,000 a year  -  Permanent

London

Permanent

£65,000 - £80,000 a year

As one of the first, specialist, information security recruitment consultancies, Via Resource have 

developed unparalleled insight and knowledge of the information security market accompanied by a 

vast network of contacts and opportunities for clients and candidates alike. 

The role – Information Security Manager 

A FTSE 100 retailer who have recently gone through a large acquisition with another retailer are 

looking to recruit an Information Security Manager to guide various IT, Security and Cloud related 

projects through their full lifecycle. This retailer is split into 7 Design and Technology product families, 

and within the Information Security team, you will provide assurance to all the products within each 

product family. 

The Information Security Manager will manage 12 Senior and Junior security analysts. You will be 

responsible for ensuring that company and customer data are kept secure throughout. 

This is a fantastic opportunity for someone who have previously managed a security team and wants 

to work in an environment with like-minded security individuals. 

Applicants must have a CISSP or CISM certification (can be lapsed) to be considered for this role. 

The Company 

As one of the UK’s largest retailers, ensuring customer and client data is secure is at the forefront of 

what they do. With technology rapidly changing the way we do things, our client is heavily investing in 

digital innovation where they are looking at producing market needing services and applications. They 

have numerous subsidiaries which they are also responsible for securing, meaning their group is 

always evolving. 

Our client has one of the largest Information Security teams within the retail industry, covering Security 

Operations, Security Testing, Product Assurance, Policies & Compliance and Data Governance. They 

pride themselves around their digitally focused security team. 



Information Manager jobs in London

Jobs at ViaResource in London

Information Manager salaries in London

For more Information on this role or to learn about other opportunities in the market, please get in 

touch with UK’s leading Cyber Security talent firm on 0203 327 1996.
FRW - 13 days ago - report job - original job



Apply Now

Saved

Information Security Manager
Zen -

£70,000 a year

Rochdale OL11

£70,000 a year

We now have a new opportunity for an Information Security Manager to join the business and take a 

leading role in driving Zen's continuous improvement to becoming a more secure organisation. 

You’ll ensure we are adaptive and ready for the challenges and opportunities of the future. This 

includes oversight of business-wide security practices ensuring critical services are continuing to be 

appropriately secure and effective risk assessment and risk management continuity plans are in place. 

Success for you will be to deliver the Information Security Strategy for the company, as well as 

ensuring information security risks are identified and assessed, making appropriate recommendations. 

The successful candidate will be an experienced Information Security Manager, with strong experience 

of managing and developing a team of information security analysts, interns and outsource partners 

ideally within a Telco or an MSP. 

What we’d like you to do 

Provide advice and guidance to stakeholders relating to the process and outcome of risk assessments. 

Supporting the organization’s information 'risk appetite' through assessments and advice. 

Identify mitigations to information security risk, monitoring and assessing the effectiveness of such 

measures. 

Manage the Information Security Management System for the company. 

Manage the organisations information security standards and policies ensuring they exceed current 

industry guidance. 

What we'd like you to have 

Experience in security risk management, incident response and crisis management 

Experience of implementing and maintaining a ISMS to ISO 22301 

An industry recognised certification, such as, CompTIA Security+, CISA, CRISC, CISM, ISO27001 

Zen

20 reviews
Read what people are saying about working here.



Information Manager jobs in Rochdale OL11

Jobs at Zen in Rochdale OL11

Information Manager salaries in Rochdale OL11

Lead Auditor 

A high-level understanding of IT system architectural design and network design. 

Knowledge of the key IT and change management processes and associated risks and controls 

Understanding of investigation of security breaches and incident management. 

Knowledge and experience of the ISO27000 suite. 

Able to engage effectively with business stakeholders to deliver assurance activities, resulting in value 

adding risk management practices and reporting solutions. 

And this is what we'll offer you 

6 month salary reviews 

Private Medical Healthcare Scheme 

Pension Scheme 

25 days Annual Leave (with option to buy/sell 5 days) 

Bonus (based on company performance) 

Free Broadband 

Travel Loan and Ride2Work Schemes 

Subsidised Onsite Nursery 

Subsidised Onsite Restaurant 

Summer & Christmas Parties
Zen - 12 days ago - report job - original job



Apply Now

Saved

Head of Security jobs in Greater London

Jobs at ViaResource in Greater London

Head of Security salaries in Greater London

Head of Information Security
ViaResource -

£85,000 - £100,000 a year  -  Permanent

Greater London

Permanent

£85,000 - £100,000 a year

As one of the first, specialist, information security recruitment consultancies, Via Resource have 

developed unparalleled insight and knowledge of the information security market accompanied by a 

vast network of contacts and opportunities for clients and candidates alike. 

The role – Head of Information Security 

Our client, a leading construction organisation, is looking for a Head of Information Security & 

Compliance to assist the CTO is developing an over-arching security strategy. The Head of Information 

Security will be responsible for the creation, implementation and management of controls in order to 

ensure all areas of Information Security are adhered to aligned to the ISMS. Also the Head of 

Information Security will be need ensure compliance with legislation and where required attain and 

retain certifications such as ISO27001. 

This is a really exciting role for the right person. You will build great relationships across IT and the 

business in order to make Security second nature to the company, and changing the culture of an 

organisation will be a key challenge for the post holder. ISO27001 is something the organisation is 

looking to achieve moving forward. 

For more Information on this role or to learn about other opportunities in the market, please get in 

touch with UK’s leading Cyber Security talent firm on 0203 327 1996.
FRW - 13 days ago - report job - original job



Apply with Indeed

Saved

Head of Information Security
LT Harper -

£85,000 a year  -  Permanent

United Kingdom

Permanent

£85,000 a year

Become the Head of Information Security for a leading UK brand based in London. Work closely 

with the CIO as you manage/lead the Cybersecurity function looking to add value by crafting and 

maintaining a secure environment and culture.

What you’ll be doing as a Head of Information Security:

• You’ll get the opportunity to guide the organisation towards ISO27001 and achieve certification 

putting use to your previous experiences within the GRC space.

• Help to build out and craft an ISMS system to help manage client sensitive data.

• Use your expertise to set up scopes for 3rd party pen tests and liaise with these parties to help 

push towards a required outcome.

• Monitor the product and vendor landscape, identifying where they can be of assistance to the 

organisation’s security landscape through gap analysis.

• Work with both internal and external teams to control and where needed mitigate cybersecurity 

threats.

• Continuous improvement of MI reporting up to board level.

What’s required to be the Head of Information Security:

• Previous experience working within Information Security either internally or through a 

consultancy.

• CISSP (Preferred but not essential)

• A deep understanding of Information Security Technologies such as firewalls, intrusion 

detection, assessment tools, encryption etc.

• A good understanding of GRC within Information Security such as ISO27001, NIST, GDPR, PCI 

DSS etc.

• Knowledge of newly emerging tech and what they offer.

• Experience of Risk Management and Risk assessments

If interested, please contact Ryan Kirwan on LinkedIn or apply below.

LT Harper - 16 days ago - report job - original job



Apply Now

Saved

Head of Security jobs in London

Head of Information Security
The People Network -

£75,000 - £80,000 a year  -  Permanent

London

Permanent

£75,000 - £80,000 a year

Head of Information Security 

An exciting opportunity for an IT security leader with experience working with globally distributed IT 

teams. 

In this role you will maintain and enhance Information Security and Data Protection compliance to 

mitigate related risks across their offices globally. Some of your duties will include on-going IT risk 

assessments, data privacy impact assessments and strategic planning & implementation of actions 

agreed at senior leadership level and will include supplier IT Security Assurance 

The successful Head of Information Security will have the following experience and skills: 

• Senior IT Security leadership experience 

• Working with globally distributed IT teams 

• Assessing IT security risks and designing practical and cost effective action plans to mitigate 

them. 

• ITIL or equivalent industry standards and IT service management processes and tools, 

• Excellent leadership and relationship building skills 

In return you will be rewarded with a competitive salary and great package. 

If this is of interest please apply ASAP! 

If you are interested please apply ASAP. The People Network is an employment agency and will 

respond to all applicants within three - five working days. If you do not hear within these timescales 

please feel free to get in touch.
The People Network - 30+ days ago - report job - original job



Apply Now

Saved

Information Security Manager
Fourthline - Connecting Regulatory Expertise -

£70,000 a year  -  Permanent

London

Permanent

£70,000 a year

Information Security professionals interested in joining an elite team of security experts within a global, 

multibillion-dollar enterprise as an Information Security Manager based in Liverpool. 

This permanent role, paying approximately 70,000, will be for a top-level security professional to 

perform deep dive technical analysis and risk assurance work within their IT security controls. 

This role will give you the opportunity to… 

Display both technical and operational expertise making sure their systems are both fit for purpose and 

secure by design; 

Gain further hands on experience with their highly advanced tools (eg. Artificial Intelligence, Machine 

learning); 

Act as the risk assessor for their IT projects and provide advice appropriately; 

Manage the security or their outsourced service providers; 

Work with the Data Protection and Legal teams to maintain a continuous high standard of security 

through the business. 

The ideal candidate will have… 

Multiple years of hands on experience working within information security; 

A great understanding of various information security issues; 

Experience implementing and advising on the ISO 27001/2 and Data Privacy; 

Ideally, a degree relating to IT, computer sciences or a similar computer-related discipline; 

Strong communication and analytical skills.



Apply Now

Saved

Head of Information Security
Pertemps Network Group -

£75,000 - £80,000 a year  -  Permanent

London

Permanent

£75,000 - £80,000 a year

Head of Information Security

An exciting opportunity for an IT security leader with experience working with globally distributed IT 

teams.

In this role you will maintain and enhance Information Security and Data Protection compliance to 

mitigate related risks across their offices globally. Some of your duties will include on-going IT risk 

assessments, data privacy impact assessments and strategic planning & implementation of actions 

agreed at senior leadership level and will include supplier IT Security Assurance

The successful Head of Information Security will have the following experience and skills:

• Senior IT Security leadership experience

• Working with globally distributed IT teams

• Assessing IT security risks and designing practical and cost effective action plans to mitigate 

them.

• ITIL or equivalent industry standards and IT service management processes and tools,

• Excellent leadership and relationship building skills

In return you will be rewarded with a competitive salary and great package.

If this is of interest please apply ASAP!

If you are interested please apply ASAP. The People Network is an employment agency and will 

respond to all applicants within three - five working days. If you do not hear within these timescales 

please feel free to get in touch.
Pertemps Network Group - 30+ days ago - report job - original job

Pertemps Network Group

586 reviews
Read what people are saying about working here.



< (/job/head-of-security-services/evolution-recruitment-solutions-job87457245?PreviousOrNext=previous)

> (/job/information-security-manager/royal-college-of-art-job87516814?PreviousOrNext=next)

< Back to search results (/jobs/head-of-information-security#87517694)

Information Security Team Leader / Manager 

£0.00 - £65000.00 per annum + Up to £65K Plus Benefits

The Bridge Ltd (/jobs-at/the-bridge/jobs)

Permanent

Today

Bagby Fields, Leeds (LS1), LS1 2HL

Show my commute time

Send APPLY (/JOB/87517694/APPLY?TEMPLATETYPE=STANDARD) Save

Information Security Manager / Team Leader 

An exciting new opportunity has arisen to recruit an experienced Team Leader to take responsibility for the 

day to day activities of the Security Operations team. 

This is a hands on management role pivotal in the design, implementation and maturity of process across 

the function. 

As Information Security Team Leader, you will: 

* Provide leadership and management of an international team of Analysts 

* Act as SME on detection, protection and response of security events / incidents 

* Liaise with operational IT teams on incident response and improvement 

* Document operational processes 

* Ensure response capabilities are mature and tested accordingly 

* Report on key operational metrics 

* Deputise for the Head of Information Security Operations as necessary 

The successful candidate will be able to demonstrate several years' experience of security operations 

activities - ideally working in international organisations. The Information Security Manager will be able to 

demonstrate expertise in information security controls and technologies with working knowledge of 

OSO27000 ISMS. You will also have an excellent understanding of technical security controls including 

Cisco Firewalls and IPS, EDR solutions, web filtering and logging / monitoring. 

The ideal candidate will hold security accreditation (CISSP, CISM, GIAC etc.) and will have an holistic view 

of security controls with the ability to respond to security incidents in a fast paced demanding environment. 

In return, you will be offered an attractive salary and benefits package along with the opportunity to further 

develop both your career and your technical skills.

Send APPLY (/JOB/87517694/APPLY?TEMPLATETYPE=STANDARD) Save

Alert me to jobs like these:Information Security Manager in Leeds + 10 miles

Email address:

name@example.com



< (/job/information-security-manager/royal-college-of-art-job87516814?PreviousOrNext=previous)

> (/job/information-security-manager/acumin-job87502044?PreviousOrNext=next)

< Back to search results (/jobs/head-of-information-security#87271978)

(/jobs-

at/arch-

insurance/jobs)

Information Security Manager 

From £55,000 to £65,000 per annum

Arch Insurance (/jobs-at/arch-insurance/jobs)

Permanent

Recently

Birmingham (/jobs/in-birmingham), West Midlands (/jobs/in-west-midlands)

Show my commute time

Send APPLY (/JOB/87271978/APPLY?TEMPLATETYPE=STANDARD) Save

Information Security Manager

• Amazing opportunity to join a global insurance brand with new city centre office

• Innovative, agile IT team, heavily invested in technology and growth.

About Our Client

Arch Insurance is a global insurer offering our clients superior coverage and service. We embody the Arch 

guiding principle of focusing on retaining experienced and talented employees to differentiate us from the 

rest of the pack. Our group operates from offices in the US, Canada, Bermuda, UK, Australia and South 

Africa, providing speciality risk solutions to clients worldwide across a wide range of industries. With over 

ten years of operating history and strong financial ratings, our track record remains solid.

Arch Insurance employs a disciplined underwriting approach and prudent risk selection across all types of 

business. Our mission is to provide our insureds with superb coverage and claims handling through careful 

and diligent underwriting of risks and business-friendly solutions. Across our global operations, Arch 

Insurance employees are ready to meet your needs with professionalism and excellence.

It is an exciting time to join and be part of our growth journey whilst we incorporate agile ways of working to 

better our customer experience and market offerings.

With an Agile IT function heavily invested into new, state-of-the-art technology tools and platforms and a 

new Digital Product Management structure, we are seeking talent that thinks innovatively, values 

collaboration and will go the extra mile to serve our customers and develop our company.

Job Description

• Facilitate the information security risk assessment process, including the reporting and 

oversight of treatment efforts to address negative findings. Work with stakeholders through the 

enterprise on identifying acceptable levels of residual risk. This can include both internal 

security assessments and assistance with third party software and other supplier assessments.

• Promote the implementation and adherence to IT aspects of the data retention policy.

• Provide information security subject matter guidance and expertise on architecture, design, 

software development, and other key operations and systems processes.



• Lead all vulnerability management related activities including the identification, prioritisation 

and directing the remediation of security related vulnerabilities.

• Serve as the primary liaison between the corporate information security team and Arch 

Insurance Europe for all IT security related matters.

• Ensure completion of required external cyber and related security risk assessments.

• Lead security incident planning and response activities.

• Assist in the development and operation of access recertification processes.

• Assist with all IT compliance and regulatory processes.

The Successful Applicant

• Experience with ISO 27001/ISO27002, NIST Cybersecurity Framework, CIS Critical Security 

Controls, Cyber Essentials and Mitre Att&ck.

• Microsoft Azure security exposure

• Knowledge of modern disaster recovery and business continuity management concepts and 

leading practices for heavily virtualized environments.

• Experience with application security and secure coding practices.

• Knowledge of Windows and Linux operating systems.

• Hands on experience with security related tools such as SIEMS, IDS, network vulnerability 

scanners, application vulnerability scanners, anti-virus and forensic tools.

• Familiarity with network security architecture and network security monitoring.

• Knowledge of virtualization technologies.

• Excellent project management, planning and organisational skills.

• Strong interpersonal, influence and communication skills (written/verbal/presentation) at 

multiple levels and across boundaries; appropriately shares viewpoint and encourages the free 

exchange of information and opinions.

• Demonstrated ability to work successfully within a geographically distributed team and to build 

effective working relationships.

• Effective strategic planning and decision making abilities.

• Strong analytical / problem solving skills.

What's on Offer

• £55,000 - £65,000 + competitive benefits package to include an attractive pension.

• Opportunity to work as part of an Agile team, heavily invested in Technology

• Central Birmingham Office

• Ability to work on exciting projects and programs of work

• Future progression opportunities

Send APPLY (/JOB/87271978/APPLY?TEMPLATETYPE=STANDARD) Save

By clicking create alert you will sign up to the CWjobs service and agree to our terms and conditions

Alert me to jobs like these:Information Security Manager in Birmingham + 10 miles

Email address:

name@example.com

Create alert



 (/)

ARE YOU RECRUITING?
Advertise now  (https://recruiting.cwjobs.co.uk/?

INHSE=JSHP_RecCTA_Advertise)

< Previous job (/job/information-security-architect/sanderson-job87406938?PreviousOrNext=previous)

Next job > (/job/information-security-architect/sanderson-job87401904?PreviousOrNext=next)

< Back to search results (/jobs/head-of-information-security?page=2#87406830)

Information Security Architect 

Edinburgh (/jobs/in-edinburgh), Midlothian (/jobs/in-midlothian)

£65000 - £75000 per annum + bonus + benefits

Sanderson (/jobs-at/sanderson/jobs)

Permanent

Posted 9 days ago

Send APPLY (/JOB/87406830/APPLY?TEMPLATETYPE=STANDARD) Save

Job Title: Information Security Architect

Location: Edinburgh

Salary: £65,000 - £75,000 + bonus + benefits 

Are you an experienced Information Security Architect looking for your next challenge? 

If so this could be the ideal opportunity for you. My client, a leading financial services 

business and a household name with an excellent reputation are currently investing 

heavily within their Information Security team. As part of this investment they are 

building out what will be a best practice Information Security team and are looking to 

hire a number of Information Security Architects to join the team.

This is a central role in the Security team. Working with stakeholders across IT and the 

business you will help define the security architecture for the business, ensuring that 

the appropriate tools, people and processes are in place to safeguard the 

confidentiality, integrity and availability of all applications, data and infrastructure.

They are currently in the middle of a major programme to move their legacy estate 

across to Cloud technologies so are looking for candidates with Cloud Security design 

and architecture experience and a Cloud first mind-set.

Key responsibilities

• Support the Head of Security Operations and Technology in developing 

the security architecture for the business including roadmaps, and 



implementation plans, and support the adoption of this across the 

organisation.

• Provide technical security advice and guidance to IT projects, ensuring 

that solution designs include effective and appropriate security measures.

• Research, evaluate and recommend information security related 

hardware and software solutions, including developing business cases for 

security investments.

• Assess the impact of business change on the IT security architecture and 

associated artefacts.

• Contribute to the security policies, procedures and standards for IT.

• Develop key performance indicators across the security function, report 

on progress and promote a culture of continuous improvement.

• Where business needs drive exceptions to policy, standards or good 

practice, work through potential options to mitigate and ensure any risks 

are clearly documented, understood and accepted.

• Develop and manage relationships with strategic third party Information 

Security suppliers, partners and industry forums.

• Ensure efficient and cost effective operation of applications security 

activities within agreed budgets.

Skills and Experience required

• Ideally, a technical degree and /or industry recognised qualification 

(CISSP, CISM and/or TOGAF)

• Demonstrable experience in Information Security Architecture principles 

(e.g. SABSA, TOGAF, ZACHMAN) and Security Management (e.g. 

CISSP, CISM, or GIAC Certification).

• Excellent technical knowledge and design experience of a wide range of 

security technologies, such as network security appliances, identity and 

access management (IAM) systems, cryptography, SIEM, anti-malware 

solutions, automated policy compliance tools, and desktop security tools.

• Experience of designing and architecting Cloud Security solutions using 

technologies such as AWS, Azure or Google Cloud.

• Proficiency in performing risk, business impact, control and vulnerability 

assessments.

• A sound understanding of British and International Security Standards 

(e.g. NIST, ISO/IEC 27001, ISO/IEC 27002, CSC20) relevant UK and EU 

privacy legislation (especially Data Protection Act 1998 and EU GDPR) 

and the UK regulatory environment (e.g. ICO, FCA, PRA and CQC).

• Able to demonstrate a professional and credible image.

• Strong interpersonal, communication and influencing skills with the 

confidence and ability to operate effectively at all levels including Senior 

Management and external customers.

For more information or to apply please send a copy of your CV to or drop me a line 

on 01173 126779.

Contact: Danny Palmer 

Reference: CWJobs/HQ00100909 

Job ID: 87406830 
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